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Cybersecurity Policy

1.Purpose

Power2lnspire is committed to safeguarding its digital environment to ensure the protection
of personal data, operational integrity, and the trust of our community. This policy outlines
our approach to cybersecurity, reflecting our values of inclusion, transparency, and
responsibility. It applies to all staff, volunteers, directors, contractors, and partners.

2. Scope

This policy applies to:
e AllIT systems, devices, and data owned or managed by Power2Inspire.
e All individuals with access to Power2Inspire’s digital infrastructure.
e All activities involving the processing, storage, and transmission of data.

3. Roles and Responsibilities

Cybersecurity is a shared responsibility across our organisation:

e Board of Directors: Provides oversight and ensures cybersecurity risks are managed
appropriately.

e CEO: Leads the implementation of cybersecurity strategy and ensures alignment with
organisational values.

e IT Lead / External Provider: Manages technical controls, monitors systems, and
leads incident response.

o All Staff and Volunteers: Expected to follow cybersecurity protocols, complete
training, and report concerns promptly.

4. Legal and Regulatory Compliance

Power2lInspire complies with all relevant legislation and guidance, including:
e UK General Data Protection Regulation (UK-GDPR) and the Data Protection Act 2018.
e Computer Misuse Act 1990.
e Charity Commission guidance on digital safeguarding and data protection.
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5. Risk Management

We take a proactive approach to identifying and managing cybersecurity risks:
* Regular assessment of vulnerabilities and threats.
* |Implementation of proportionate mitigation strategies.
e Maintenance of a risk register.

6. Training and Awareness

We promote a culture of awareness and responsibility:
e All users receive regular training on phishing, social engineering, and safe data
handling.
* An Acceptable Use Policy is signed by all users with access to our systems.

7. Incident Response

We have a clear incident response plan:
e Detection and Containment: Prompt identification and isolation of threats.
¢ Investigation and Documentation: Transparent recording of incidents.
* Notification: Timely reporting to the Information Commissioner’s Office (ICO) within
72 hours if required.
e Recovery and Review: Restoration of services and learning from incidents to
improve future resilience.

8. Third-Party Management

We work with trusted partners who share our commitment to data protection:
e Due diligence is conducted on all IT service providers and data processors.
e Contracts include clear clauses on cybersecurity and data protection responsibilities.
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